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DETAILED ACTION 
Claim Objections 

Claim 1 is objected to because of tine following informalities: Claim 1 recites 
"decrypting this cryptogram the first device;" this should be changed to "decrypting this 
cryptogram in the first device." Appropriate correction is required. 

Claim Rejections - 35 USC §112 

1 . The following is a quotation of the second paragraph of 35 U.S.C. 1 1 2: 

The specification sliall conclude witli one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

2. Claims 1-9 are rejected under 35 U.S.C. 112, second paragraph, as being 
indefinite for failing to particularly point out and distinctly claim the subject matter which 
applicant regards as the invention. 

Regarding claim 1, the phrase "such as" renders the claim indefinite because it is 
unclear whether the limitations following the phrase are part of the claimed invention. 
See MPEP§ 2173.05(d). 

Additionally, claim 1 recites "storing in the first device the pairing data with the 
second device." It is unclear where the pairing data is being stored. 

Claim 3 recites the limitation "a secret key common to the second devices." 
There is insufficient antecedent basis for this limitation in the claim. Claim 1, upon 
which claim 3 depends, identifies a single "second device." 

Claims 8 and 9 each recites "wherein it comprises the steps of." It is unclear as 
to what "it" refers to. For the sake of examination, it is assumed that "it" refers to the 
"Pairing Control" method. 
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Any claim not specifically addressed above is being rejected as incorporating the 
deficiencies of a claim upon which it depends. 

Claim Rejections - 35 USC § 103 

3. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

4. Claims 1-7 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Marino et al (U.S. Pat 6026165 A), hereinafter referred to as Marino, in view of 
Candelore (U.S. Pat Pub 2002/0041337 Al), hereinafter referred to as Candelore, in 
further view of Terao et al (U.S. Pat Pub 2001/0005682 Al ), hereinafter referred to as 
Terao. 

Re claim 1 : Marino teaches a pairing Control method between a first device such 
as a removable security module and a second device such as a host apparatus this 
pairing aiming to secure the data exchange with the aid of a unique pairing key 
(Abstract: lines 1-8; col 3, lines 24-29), this method comprising the steps of: 

verifying the pairing between the two devices and using the unique pairing key if 
the pairing has been already carried out (Fig 3, elts 30, 42 & "SEARCH DEVICE ID;" col 
7, line 66 - col 8, line 7), if not, searching for a free location among the locations 
reserved for the pairing data in the first device and in this case (col 8, lines 17-23; col 9, 
lines 20-28), 
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initiating a pairing procedure by transmitting a cryptogram contained in the 
second device, and comprising an identifier belonging to this device (Fig 2: elt 30 & "TO 
RF XMTR;" Fig 3: elt "FROM RF RCVR" & 30; col 7, lines 3-13), and extracting from this 
cryptogram the identifier of the second device (Fig 3: elts 30, "LOAD DEVICE ID" & 
"SEARCH DEVICE ID"), storing in the first device the pairing data with the second 
device (Fig 3, elt 42; col 7, line 51 - col 8, line 13). 

While Marino teaches this cryptogram being encrypted by a secret key (Fig 4; col 
8, lines 24-40), Terao teaches this cryptogram being encrypted by a secret key common 
to all the first devices and decrypting this cryptogram the first device (1|50-52). 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to have modified the teachings of Marino with the teachings in 
Terao, for the purpose of providing a plurality of devices with a commonly used key for 
transmitting data; it further ensures communicability and compatibility between a 
plurality of commonly owned portable devices. 

The combination of Marino and Terao are silent to generating a pairing key 
based on this identifier. However Candelora teaches generating a pairing key based on 
this identifier (Fig 4, all elts; ^21) 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to have modified the teachings of Marino and Terao with the 
teachings of Candelora as generating keys from unique device id's is commonly 
performed in the art for the purpose of hiding the actual keys from the devices without 
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actually storing the keys. All references are analogous art as they teach transmission of 
data from a first device to a second device using device dependant Information. 

Re claim 2 : The combination of Marino, Terao and Candelore teaches the pairing 
key Is based on the Identifier of the second device and on the data of the first device 
(Candelora: 1120). 

Re claim 3 : The combination of Marino, Terao and Candelore teaches the 
cryptogram Is stored In the first device and encrypted with a secret key common to the 
second devices (Marino: col 2, lines 5-8; Terao: Fig 4; col 8, lines 24-40). 

Re claim 4 : The combination of Marino, Terao and Candelore teaches each 
location includes an activity counter updated during every positive verification of the 
pairing based on this location, the search for the location to be replaced being 
determined by the value of the activity counter (Marino: col 7, lines 42-44, lines 54-56 & 
lines 64-65; col 8, lines 7-15; col 9, lines 19-27). 

Re claim 5 : The combination of Marino, Terao and Candelore teaches the pairing 
Is conditioned by the Introduction of a secret code transmitted to the first device and 
verified by said first device (Marino: col 7, lines 42-44, lines 54-56 & lines 64-65; col 8, 
lines 7-15; col 9, lines 19-27). While Marino teaches this verification on the second 
device, the Examiner holds that it would have been obvious to one of ordinary skill in 
the art at the time the Invention was made to off-load certain verification responsibilities 
to the client for the purposes of reducing the work-load of the serving entity. 
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Re claim 6 : The combination of Marino, Terao and Candelore teaches the secret 
code belongs to and is unique to each first device (Marino: Fig 2, elt 32: col 7, lines 29- 
41). 

Re claim 7 : The combination of Marino, Terao and Candelore teaches the 
required secret code is different in each pairing (Marino: col 7, lines 41-44). 

5. Claims 8-9 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Marino et al (U.S. Pat 6026165 A), hereinafter referred to as Marino, Candelore (U.S. 
Pat Pub 2002/0041337 A1 ), hereinafter referred to as Candelore and Terao et al (U.S. 
Pat Pub 2001/0005682 Al ) hereinafter referred to as Terao, in further view of Tello 
(U.S. Pat 6463537 B1), hereinafter referred to as Tello. 

Re claim 8 : Tello teaches it comprises the steps of: transmitting a unique 
Identifier of the first device and a unique identifier of the second device to a 
management centre, verifying the conformity of this pairing and calculating by means of 
the management centre the corresponding secret code on the basis of the two 
identifiers, transmitting this secret code to the user, initiating the pairing and requesting 
the introduction of the secret code, by means of the first device, calculating by means of 
the first device the necessary secret code on the basis of the identifiers of the first and 
second devices, comparing the calculated code with that which has been introduced by 
the user, accepting the pairing if the two codes are identical (Fig 1; col 17, line 52 - col 
18, line 3; col 18, lines 32-39; col 24, lines 25-45). 
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It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to have modified the teachings of Marino, Terao and Candelore 
with the teachings of Tello for the purpose of providing a manager for verifying the two 
devices are allowed to inter-connect. All references are analogous art as they teach 
transmission of data from a first device to a second device using device dependant 
information. 

Re claim 9 : The combination of Marino, Terao, Candelore and Tello teaches it 
comprises the steps of determining the new secret code on the basis of the two 
identifiers and of an index that represents the number of pairings previously carried out, 
whereas the first device stores this index in its memory (Marino: Fig 2, elt 32 and Fig 3, 
elt 33). 

Conclusion 

The prior art made of record and not relied upon is considered pertinent to 

applicant's disclosure. 

U.S. Pat 5412718 A teaches using device ID's to generate keys 

U.S. Pat Pub 2002/0124176 A1 teaches exchanging ID info and random 

challenges. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to DARREN SCHWARTZ whose telephone number is 
(571)270-3850. The examiner can normally be reached on 8am-4pm. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on (571)272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

ID. S./ 

Examiner, Art Unit 2135 
/KIMYEN VU/ 

Supervisory Patent Examiner, Art Unit 2135 



